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Abstract— Electricity theft is one of the problems - encountered by the utilities - that leads to losses of revenue. 
Manual monitoring of the consumers’ activities which shows the energy data consumed on the conventional grid 
has largely contributed to electricity theft on the grid. Significantly, the energy meter deployed to monitor the 
load cannot store and transmit energy data in real-time. This has made electricity theft on the grid unnoticed. This 
paper presents the development of a monitoring scheme for an electronic meter on the conventional grid with the 
capability to monitor, store and transmit consumers’ energy data to the cloud. It consists of two units: the indoor 
and the outdoor unit. Energy data is transferred wirelessly between the units via the Wi-Fi modules. The outdoor 
unit compares the data and transfers the outcome to the ThinkSpeak cloud server. The transferred energy data 
can be accessed in real-time from the cloud or downloaded in comma-separated values format for further use. In 
order to verify the functionality of the proposed scheme, two scenarios of electricity theft - partial bypassing and 
full bypassing - are carried out. The obtained results show that the scheme can detect the theft and log the data to 
the cloud successfully. 
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1. INTRODUCTION  

Electricity theft has been classified as a major component of non-technical losses (NTL) 

in power system operations [1-3]. It is the practice of using electricity from the utility without 

the utility’s authorization or consent [4, 5]. Electricity theft is a result of unmetered energy use 

which could occur due to meter tampering, direct tapping of wires, computation errors, false 

and delays in meter reading, bribing of meter readers, irregular bill submission, faulty energy 

meters and ignored unpaid bills [6]. Non-technical losses due to illegal or unauthorized 

consumption of electricity account for 10 – 40% worldwide [7]. The reports in both the 

developed and developing countries show that the menace of electricity theft is unabated 

despite efforts made to eradicate it [8, 9]. For instance, the USA and Canada recorded revenue 

losses amounting to $6 billion and $100 million, respectively to electricity theft in 2010 [10, 11]. 

Recently, a total of $96 billion was lost to electricity theft and other non-technical losses [12]. 

Additionally, in Pennsylvania, a utility report shows that the 16% increase in energy theft in 

2016 compared to 2008 is due to illegal consumption of electricity by the local business sectors 

and residential consumers [13].  

Furthermore, in Jordan, a total amount of JD 38.17 million due to electricity theft was 

recovered between 2016 and late 2019 [14]. An improvement of 13% reduction in the number 

of electricity thefts in the first quarter of 2018, in Jordan, has been reported [15]. Likewise, 
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over five thousand cases of electricity theft perpetrated by nefarious consumers were 

uncovered in Jordan in 2018 [16]. The mode of monitoring on the conventional grid which is 

predominantly manual gives rise to this huge number of consumers without notice.   

The African continent is not immune from losses incurred by the utilities due to the 

stealing of electricity. Electricity distribution companies in Nigeria lost a sum of N97 billion to 

energy theft in the first quarter of 2021 [17]. Also, in South Africa, an average loss of R20 

billion per annum incurred by the utility is due to electricity theft [18]. In Liberia, about 60% 

of the electricity generated annually in the country equivalent to about $35 million is stolen  

[19]. In Egypt, electricity theft reports that were filed against citizens in nine months exceeded 

EGP 2.4 billion [20].  

Recent technological advancements have necessitated the development of smart energy 

meters with the ability to store and transmit data over time in a two-way communication 

mode [21]. Consequently, this has led to the development of the power smart grid (SG) 

network, which is the electricity network that can intelligently integrate the behaviour and 

actions of users connected to it [22]. SG has changed the dynamics of the traditional power 

system architecture and improved its operations. Besides, SG architectures based on 

advanced meter infrastructure to monitor and detect electricity theft from consumers has 

become a critical issue among the stakeholders in recent time [23]. Thus, experts in power 

industries and academia have proposed different methods to detect energy theft using data 

acquired from smart grids [24-28].  

Some researchers proposed support vector machines to classify the stealing [6, 29, 30].  

A statistical method has also been proposed [31]. Others leveraged the advantages of 

advanced meter infrastructure (AMI) for energy theft identification and detection [32-34]. 

Regrettably, most of these methods have not been fully implemented and those implemented 

have not solved the problem, as stealing of electricity is still being reported [9, 35]. Moreover, 

a larger percentage of these methods assumed/focused on SG structure and the data used are 

cumulative data of the consumers connected as a cluster and this can hardly identify 

individual consumers stealing electricity on the distribution network. To identify the 

perpetrators, each consumer’s data needs to be stored and accessed in real time. 

The conventional power grid is an interconnection of power equipment such as 

transformers, switchgears, electromechanical and electronic energy meters. The energy meter 

is essential among the equipment, being the primary source of data required to monitor and 

track the activities on the power network. Regrettably, these meters can only monitor 

consumer energy data but lack the capacity to store and transmit such data because they are 

not embedded with storage facilities and communication modules. Thus, the activities on the 

grid are manually carried out by physical inspection when required. This allows for the 

stealing of electricity without notice on the power distribution network by the utilities and 

has practically made it impossible to monitor - in real-time - the consumers’ activities on the 

grid which show in the energy data consumed. It is worth noting that despite advancements 

made in making the power system components smart, a greater number of countries and 

utilities are nevertheless heavily dependent on the conventional grid for the transportation of 

power to the end users as a smart grid is a future concept. Hence, the meters have to be made 

smart in order to reduce electricity theft on the conventional grid since the mass replacement 

will require a huge amount of money and time.  
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This study focuses on the design and implementation of a real-time cloud-based 

monitoring scheme for existing energy meters on a conventional grid. The scheme can store 

and transmit the energy data consumption of individual consumers which can be used to 

detect electricity theft.   

2. PROPOSED SCHEME ARCHITECTURE FOR LOAD MONITORING 

Fig. 1 shows the architecture of the proposed scheme. It consists of an indoor unit (IDU) 

which is installed to monitor the consumer’s load and an outdoor unit (ODU) installed on the 

pole to monitor the IDU and also transfer the data into the cloud. Each unit has a transceiver 

module which aids data transfer within the units on one hand and between the ODU and the 

cloud on the other hand. With this, the ODU is capable of comparing the data as seen by the 

units. In addition, an internet module is integrated into the ODU to facilitate data transfer to 

the cloud server for remote monitoring.  

 

 
Fig. 1. The proposed scheme for load monitoring. 

2.1. Development of the IDU 

The IDU as shown in Fig. 2 comprises mainly the electronic energy meter (EEM), the 

transceiver and the pulse calibrator circuit as illustrated in Fig. 3. EEM has no moving parts 

and uses digital micro technology. In EEM, the accurate functions are controlled by the 

application specified integrated circuit (ASIC). The output of ASIC is available as “Pulses” 

indicated by the light emitting diode (LED) placed on the front panel of the meter. The 

number of pulses equals the average kilowatt hour (kWh) consumed.   

Fig. 3 illustrates the pulse circuit output of the energy meter with pulse widths Thigh and 

Tlow. The pulse width Thigh varies depending on the energy meter. However, it can be fixed 

such that it remains constant during operation. In that case, the time between the pulses Tlow 

varies according to the pulse rate which indicates the power measured by the meter.  

For this meter, 1000 pulses = 1kWh 

then 1 pulse = 1Wh = 3600 Ws 

Then, the approximate power at a given time dt  is: 

3600
W

d

P
t

              (1) 

where P is the IDU power; dt  is the time between the falling edge of each pulse.  
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Fig. 2. The indoor unit. 

 

 
Fig. 3. Output pulse of the energy meter 

 

The power consumed by the load corresponding to the meter values are computed 

using Eq. (1). Fig. 4 shows the experimental set-up of the indoor unit. The data acquired from 

the energy meter through the processing unit are fed to the analogue-to-digital converter 

(ADC) pin of the microcontroller which is calibrated using the pulse rate of the meter. The 

result of the calibrated signal is displayed on the serial monitor. 

 

 
Fig. 4.  Experimental setup and testing of the IDU. 

2.2. Development of the ODU 

Fig. 5 shows the complete circuit diagram of the ODU. Its design involves both 

hardware and software. The hardware components comprise majorly a voltage sensor 

circuit, a current sensor module, the transceiver, the data logger module and the 

microcontroller. 

Thigh Tlow

td

Thigh
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Fig. 5. Circuit diagram of the ODU. 

 

The control circuit contains notably the microcontroller and the oscillator circuit. 

Voltage and current sensors are connected to pins 24 and 23 (or ADC pins A0 and A1), the 

transceiver makes use of the single available serial peripheral interface (SPI) while the 

Esp8266 is connected to the UART pins. The software involves the development of the 

algorithms which are executed through the microcontroller.   

2.2.1. Calibration of the Components  

Figs. 6 and 7 depict voltage and current validation experimental set up. These are 

necessary to ascertain the status of the components before they are soldered on the 

veroboard. The calibrated and the measured values are practically equal. 

  

 
Fig. 6. Experimental set-up for voltage calibration. 
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Fig. 7. Experiment setup results for the current sensor on the serial monitor. 

 

Summary of the calibration of voltage and current results are shown in Table 1. The 

difference between the experimental and energy meter values of current is 0.014. This value 

is also favourably small when compared with allowable equipment accuracy given in the 

datasheet. This implies that the experimental voltage value read of 209 V is much closer to 

the value read by DT9205A. 

 
Table 1. Experimental and DT9205A real value. 

Quantity DT9205A Meter Experimental Error 

Voltage 208.000 V 209.000 V 1.000 V 

Current 0.320 A 0.306 A 0.014 

 

To improve the system accuracy, the DDM15SD energy meter was also used for 

calibration of voltage, current and power values. The results, shown in Table 2, indicate that 

the instantaneous voltage of the DDM15SD is 208.7 V which is closer to the experimental or 

calibrated value of 209 V, and this, in turn, reduces the percentage error recorded in Table 1. 

 
Table 2. Experimental and DDM15SD real value. 

Quantity DDM15SD Meter Experimental Error 

Voltage 208.7 V 209.00 V 0.3 V 

Current 0.300 A 0.306 A 0.006 

Power 59.5 59.56 0.06 

2.3. Development of Algorithm for the IDU and ODU 

The algorithms for the IDU and ODU operations are shown in Figs. 8 and 9, 

respectively. These algorithms are meant to monitor the consumer’s energy data, compare 

the data from the units to detect electricity theft and send the result to the cloud. 

After initialization, a wireless connection between IDU and ODU will be established 

through NRF2401 transceiver, then a pulse signal is sensed and conditioned to compute the 

real-time power and the kWh consumed. The first stage of theft checking is activated by 

comparing the IDU with the ODU, then these values will be sent to the cloud through the 

data logger 
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Fig. 8. Algorithm flowchart for the IDU. 

 

 
Fig. 9. Algorithm flowchart for the ODU. 
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3. IMPLEMENTATION OF THE SCHEME FOR LOAD MONITORING AND THEFT 
IDENTIFICATION  

The system is arranged as shown in Fig. 10. The IDU and the ODU are connected 

through a connecting cable representing the service mains. The load is connected to the IDU 

via the knife switch which provides the bypassing cable for the theft load by switching from 

contact A to contact B. The system was tested under three different conditions: normal 

connection, partial meter bypass and full meter bypass. 

 

  
Fig. 10.  Real time implementation of the scheme for load monitoring and theft identification. 

3.1. Normal Condition  

The system is said to be normal when all the loads are connected to the IDU via the 

energy meter as expected. During this period, the consumers’ loads will be directly 

connected to the IDU by changing the knife of the switch to contact “A” as shown in Fig. 11. 

Furthermore, for the system to operate, WiFi connection is expected to be established 

between the IDU and ODU. If this WiFi connection is successfully established, there will be a 

power supply from the ODU to the IDU, to point ‘A’ and the load. Thus, Fig. 11 indicates 

that the load is directly connected to the IDU. The ODU logs the load data to the cloud 

storage.  

 

 
Fig. 11. System testing under normal conditions. 

3.2.  Partial Meter Bypass 

Partial meter bypass occurs when the consumer deliberately connects light loads to 

point “C” and other loads to point “B” while the knife is on contact “A” of the switch. This 
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situation - depicted in Fig. 12 - is carried out to reduce the billing cost while deceiving the 

utility. With this arrangement, two different readings are logged in the cloud by the ODU. 

The ODU will continue to monitor the load at both points B and C, while the IDU will 

monitor the load at point C only.  

 

 
Fig. 12. System testing under partial meter bypass. 

3.3. Full Meter Bypass 

This involves connecting the loads directly to point B as shown in Fig. 13. Here, the 

IDU is completely bypassed and hence, only the ODU will continuously monitor the load at 

point C and log the data to the cloud. 

 

 
Fig. 13. System testing under full meter bypass. 

4. DATA CLOUD STORAGE 

Cloud storage is a computer data storage which stores digital data in logical pools. The 

physical storage spans multiple servers (sometimes in multiple locations), and the 

environment is typically owned and managed by a hosting company. Cloud storage 

providers are responsible for the maintenance of the data as well as for making it accessible 

to authorized users. Individuals and organizations could buy or lease storage capacity from 

the providers to store information. Cloud storage services may be accessed through a co-

located cloud computing service, a web service application programming interface (API) or 
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by applications that utilize the API, such as cloud desktop storage, cloud storage gateway or 

web-based content management systems.  

ThingSpeak is a cloud storage that is widely used to store data. It is an open-source 

internet of things (IoT) application and API to store and retrieve data using the hyper-text 

transfer protocol (HTTP) and message queuing telemetry transport (MQTT) protocol over 

the Internet or via a local area network (LAN). ThingSpeak enables the creation of sensor 

logging applications, location tracking applications and a social network of things with 

status updates. This storage facility was used to store the data acquired from the IDU and the 

ODU. These data are stored in the server and can be downloaded in CSV excel format for 

further applications. A typical human interface of the ThngSpeak is shown in Fig. 14. 

 

 
Fig. 14. A typical display of power and energy data from ThingSpeak server. 

5. RESULTS AND DISCUSSION 

Figs. 15 and 16 show the power and energy load data monitored and logged into the 

cloud by the ODU at a normal connection. It is seen that in both cases, the IDU and ODU 

data are practically the same. Although there are slight differences in the values of power 

consumed as indicated by IDU and ODU. This is due to calibration errors; however, it is 

insignificant and the values can be assumed to be practically equal. Generally, the power 

consumed by the IDU is less by 0.023 kW when compared with the ODU. For instance, a 

difference of 0.014 kW is noted at the 8 min between the IDU and ODU while the energy 

recorded for both are the same. This proves that the deviation in the power can be neglected. 

The data logger is sampled every 60 s as stealing within this period can be insignificant and 

neglected, as the time interval is very small. For adequate monitoring at the utility centre, 

numbers 0, 1 and 2 were employed as state (theft) identifiers as shown in Fig. 17. The values 

‘1’ or ‘2’, indicate no theft case, while 0 represents a theft condition. 



© 2022 Jordan Journal of Electrical Engineering. All rights reserved - Volume 8, Number 4, December 2022                            332 
 

 
Fig. 15. IDU and ODU power data logged under normal condition. 

  
Fig. 16. IDU and ODU energy data logged under normal condition. 

 
Fig. 17.  Electricity theft identification. 
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Figs. 18 and 19 show the power and energy load data monitored and logged into the 

cloud by the ODU during partial bypassing of the meter. The first seven readings of the IDU 

and ODU are similar. This indicates no meter bypass and the identifier maintains the 

numbers  ‘1’ or ‘2’. However, as soon as partial bypassing occurs in the 8 min, the values 

read by the IDU and ODU change. The IDU indicates 0.0321 kW while the ODU indicates 

0.0799 kW. The IDU maintains a lower value as compared to the ODU. Thus, the state 

identifier in Fig. 20 records a value of  ‘0’ continuously until the bypassing is stopped.  

Fig. 20 shows the state identifier which stays at ‘1’ or ‘2’ when there was no stealing 

between 1 min and 8 min . However, the identifier goes to ‘0’ and indicates a meter bypass. 

 
Fig. 18. IDU and ODU power data logged under partial meter bypass. 

 
Fig. 19. IDU and ODU energy data logged under partial meter bypass. 
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Fig. 20. Electricity theft identification under partial meter bypass. 

 

Furthermore, Figs. 21 and 22 illustrate the plot of data logged into the cloud when the 

meter is fully or completely bypassed. The power consumed as read by the ODU fluctuates 

between 0.0542 kW and 0.06 kW while the IDU readings were constant at zero. Also, the 

energy data read by the IDU and the ODU are constant at 0.09 kWh and 0.12 kWh, 

respectively. The state identifier reading was zero throughout indicating a complete meter 

bypass condition as shown in Fig. 23.  

 
Fig. 21.  IDU and ODU power data logged under full meter bypass. 
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Fig. 22.  IDU and ODU energy data logged under full meter bypass. 

 
Fig. 23. Electricity theft identification under full meter bypass. 

6. CONCLUSIONS          

A monitoring scheme for a conventional grid capable of detecting electricity theft was 

developed and tested in this paper. This improves the manual monitoring of the grid and 

makes the grid smart. The developed IDU and ODU were able to transfer data between 

themselves on one hand and between the ODU and the cloud on another hand. These data 

were stored in the ThingSpeak server and can be accessed in real-time and downloaded in 

comma-separated values (CSV) format. Two scenarios of electricity theft, partial bypassing 

and full bypassing were carried out to verify the functionality of the scheme. The scheme 

detected the theft and logged the data to the cloud successfully. 
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